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The MIT License (MIT) 
Copyright © 2025 Florida International University 
 

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and 

associated documentation files (the "Software"), to deal in the Software without restriction, 

including without limitation the rights to use, copy, modify, merge, publish, distribute, 

sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is 

furnished to do so, subject to the following conditions: 

The above copyright notice and this permission notice shall be included in all copies or 

substantial portions of the Software. 

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, 

EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF 

MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND 

NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT 

HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, 

WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, 

OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER 

DEALINGS IN THE SOFTWARE. 
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Abstract 

This document presents the information necessary to gain knowledge on the company AutoSec 

and its goals, functions, purposes, requirements, and all other information relevant to the 

project. 
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INTRODUCTION 

Many individuals who rely on multiple internet devices will eventually need to deal with 

configuring their network infrastructure, whether at home, in a small business, or larger company 

environment. This task can quickly become overwhelming for those ranging from little to no 

technical expertise to experienced professionals. AutoSec was designed and created to relieve 

this burden by streamlining configuration tasks while offering a beginner-friendly approach to 

setting up routers, switches, and automated network environments. Consistent and reliable 

configurations can be deployed with minimal effort, playing an important role in reducing 

complexity and improving the overall management of network infrastructure.  

 

CURRENT SYSTEM 

Although several IT professionals have experience with network devices or learned how they 

work, there will be a time where they may have to configure an automated environment entirely 

from scratch. Each device requires an individual SSH/console login, a process that quickly 

becomes both time-consuming and repetitive. This is because configuration by hand largely 

differs between environments and even the devices themselves. There can also be no doubt that 

undergoing such a labor by hand will inevitably factor in human error, which can result in 

different kinds of mistakes, from simple typos to inconsistent setups across multiple devices. 

Setting it up by hand also means that creators will be constantly keeping an eye for any 

necessary changes like updates, patches, or even system checks. This is all assuming the IT 

professional has the necessary experience to know what they are doing. Therefore, if someone is 

not very tech-savvy, they could easily run into many complications or even risk making things 

worse.  
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PURPOSE OF THE NEW SYSTEM 

To make this process go smoother and minimize the margin of error, AutoSec was created to 

reduce the need for constant vulnerability assessments. AutoSec aims to automate device 

configuration to eliminate repetitive task management, provides a simple tool to configure 

routers and switches that anyone can use, regardless of technical knowledge, and allows for 

deployment of updates, patches, and other changes to be streamlined so that they are pushed as 

soon as possible. 

 

USER STORIES 

The following section provides the detailed user stories that were implemented in this iteration of 

the AutoSec project. These user stories served as the basis for the implementation of AutoSec’s 

features. This section also shows the user stories that are to be considered for future development 

 

IMPLEMENTED USER STORIES 

The product owner prioritized the usefulness, security, and configuration of the website. As for 

the rest of the team, they had always shown a high willingness to work on their individual 

priorities and get the project ready for all potential users. 

PENDING USER STORIES 

There are currently no pending user stories other than wrapping up construction of the AutoSec 

website. 
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PROJECT PLAN 

The main goal behind the project plan: 

●​ Develop an automated configuration system for routers and switches using python 

●​ Reduce manual work by applying consistent and repeatable configurations 

●​ Design a website using HTML and CSS that explains the system, provides 

documentation, and guides users through setup 

●​ Demonstrate automated workflow through a demo 

The project was involved in the following scope of work: 

●​ Website development 

●​ Backend development 

●​ Documentation & Demonstration 

The project would then be considered complete once the group verifies that everything is 

working as it is supposed to and all the deliverables needed are completed. 

 

SPRINT PLAN 

For a majority of the sprint plan throughout the semester, the group generally followed the same 

sprint plan from start to finish. The group maintained a high and active velocity. During the 

review, the group made sure to cover all of the work done on the project and a general timeline to 

follow as to finish each of their tasks on time. 
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SYSTEM DESIGN 

The AutoSec repository utilized a frontend and backend in creating the project. For the frontend, 

HTML and CSS were used to create the website where users can find information on automated 

network configurations as well as additional help in setting up the environment. For the backend, 

Python was used to create the switch and router scripts, as well as automating the configurations 

for the project. Furthermore, Python was also used to store said configurations.  

ARCHITECTURAL PATTERNS 

After making use of HTML, CSS, and Python to create the website and the automated 

environment, the group produced three deliverables: 

●​ AutoSec Website; structured as follows:  

○​ Home Page - Introduction page with links to other pages 

○​ Switch 1 Page - Information about main switch used in router/switch demo 

○​ Router Page - Explains what routers are and how they function 

○​ Failover Switch Page - Describes purpose and role of the failover switch 

○​ Usage Page - Step-by-step guide on setting up the router/switch demo 

○​ About Page - Provides information about the python scripts used in project 

●​ Python Switch File 

●​ Python Router File 

SYSTEM AND SUBSYSTEM DECOMPOSITION  

The AutoSec website was created by utilizing HTML and CSS for the frontend of the website. 

While CSS is used for design and organization, HTML acts as the structural foundation of the 

website with each page corresponding to a different section of the website.  
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The about.html file creates a web page that describes how a Python script works and how it 

automates network device configuration across switches, routers, and servers, while also 

reducing manual CLI errors. The about page also featured content cards that provide a brief 

explanation into the key benefits of a python script such as multi-host management, consistent 

configurations, rapid deployment, and secure authentication. The About page also features CSS 

styling with borders, font type, text boxes, organization, and FIU colors (blue, gold white) 

included   
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CSS is used to write the stylesheet.css code, which controls the visual design of the entire site. 

The stylesheet is used to add background colors, borders, font type, text boxes, and organization 

to an already existing html file: the HTML file will call or pull information from the CSS file to 

organize the already existing paragraphs and spacing. The colors used for CSS styling are based 

around FIU themed colors which consist of blue, gold, and white. Furthermore, JavaScript was 

used to provide smooth fade-in transitions when scrolling through each of the web pages. 
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The backend of the website is essentially where the real automation is at work. Python was used 

to create the switch and router scripts. It automates the configuration and is utilized for storing 

them. The Switch script works so that instead of logging onto a switch manually, the script 

automatically completes the verification process in a matter of seconds, eliminating mistakes and 

repeating the same configurations consistently. 
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We also have a python script used to automatically configure a Cisco 2600 router through a serial 

(console) connection or COM. This helps to eliminate the need to manually type commands over 

the CLI (Command Line Interface). When the script runs, it first detects an available COM/USB 

serial port connected to the router, then it opens a serial session at the standard Cisco console 

speed. The script then sends IOS (Cisco) configuration commands one by one, then pausing 

briefly between them to allow the router to respond. The script watches the output for prompts 

like [confirm] or destination filename requests and automatically presses “Enter” when required. 

The configuration includes system settings, secure user and password setup, console and VTY 

access, DHCP, ACLs, NAT, interface configuration, static routing, VPN/IPsec, SSH, and web 

services. After the configurations are completed, the script exits configuration mode, then saves 

the configuration, closes the connection, and finally confirms successful deployment. 
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The HTML file usage.html creates a web page within the website. This webpage loads structured 

content sections such as the overview, prerequisites, script details, network design, execution 

steps, and customization styled entirely with embedded CSS using FIU-themed colors and 

responsive layouts. The navigation bar lets users move smoothly between sections using anchor 

links, and JavaScript adds smooth scrolling and fade-in animations as content scrolls into view. 

The web page is designed to clearly present technical information in an organized, professional 

format suitable for academic presentations and lab walkthroughs. 

11/30/25​ ​ ​ ​ ​ ​ ​ ​ ​ ​           13 of 22 



Final Deliverable​ ​ ​ ​ ​      AutoSec - Automated Network Configuration 

  

The switch1.html file builds another informational webpage for our website that focuses on 

explaining how network switches work and how they operate at the OSI Layer 2. Detailed 

explanations are given on common switch configurations that lead to security and performance 

issues on the network. Just how it was mentioned before, the website uses embedded CSS using 

FIU themed Colors and a responsive layout. JavaScript was also used to provide smooth fade-in 

animations when scrolling through the web page. 
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Here in the switch2.html file it creates a webpage with the same FIU themed Color CSS styling 

being used for all of the other pages while also having the sections organized into content cards. 

The role of switch2.html is to describe to the user the importance of having a second switch in a 

local area network (LAN). It explains how the failover switch helps increase port security, 

providing redundancy, and how it optimizes network security. The web page also details how 

Switch 2 maintains network operations if Switch 1 were to ever fail, proper configuration 

practices, and highlights best practices for multi-switch networks. 
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The router.html file again uses the same CSS styling that is being used for the entirety of the 

website with features such as FIU themed colors, smooth fade-in transitions, and content cards. 

The contents for the router.html webpage are similar to that of the switch1.html page which goes 

into detail describing how what router are, how they function at the layer 3 of the OSI model, 

what they are commonly used for, and the risks associated with misconfigured routers that can 

lead to a variety of security and performance issues for any network environment. 
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In the index.html file builds the home web page for the AutoSec website it features the main CSS 

styling used through the whole website. It also features href links of navigation links to each part 

of our website such as the home, switch 1, Fail over Switch (switch2), router, usage, and about 

pages at the top of the home page. The home page gives an overview into what our project is 

about while also providing a topics overview with navigation cards linking to the router, switch 

1, Usage, about, and Fail over switch (switch2) pages. 

 

 

DEPLOYMENT DIAGRAM 
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The images above show firewall.py and switch.py running. These automation scripts take over 

repetitive manual CLI tasks, making the process faster, more consistent, and less prone to errors. 

Once a serial connection is set up with the Cisco 2600 Router and Cisco 2960/3560 Switch, the 

scripts find the correct COM port, log in to each device, and start sending the preset 

configuration commands. 

Rather than entering each command by hand, the automation engine sends checked commands 

one after another. It also takes care of prompts like [confirm], Destination filename, and Building 
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configuration on its own. This way, the same configuration is applied every time, no matter 

which device or environment is used. 

Once connected, the scripts: 

●​ Enter privileged EXEC mode. 

●​ Apply interface, VLAN, or firewall settings. 

●​ Save the running configuration to NVRAM. 

●​ Log and verify command output. 

●​ Provide visual confirmation of each completed step. 

This automated process cuts down deployment time, lowers the risk of mistakes, and lets you 

repeat the same steps on many routers and switches. It matches what businesses look for in 

modern configuration tools, making network setup more reliable and consistent.,  

SYSTEM VALIDATION 

System validation was conducted to confirm that the final product satisfied all function, 

performance, and user-driven requirements identified during project planning. The validation 

process consisted of several structural testing phases. First, the group began with functional 

testing, where we verified that the frontend and backend worked as intended by testing the 

frontend so that the HTML elements, like buttons, worked properly. testing the backend to 

confirm the Python scripts generated the correct commands and executed them properly. Next, 

we moved onto integration testing, where we confirmed that the frontend and backend worked 

together, with the frontend sending the correct information to the backend and the backend 

responding properly. Then, we commenced usability testing by making sure the website was 

presentable to the target audience, users who either have limited experience with networking and 

technical knowledge or those who don’t have any at all. After confirming the website was 

running properly, we initiated real-world testing and ensured that the system we designed was 

applicable in real-world scenarios via the demonstrations. Finally, we concluded with error 
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handling by purposely inputting errors and seeing how the system reacted to them, with the main 

goal being to make sure the system provides proper feedback and doesn’t simply stop working. 
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